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CHAPTER -1

INTRODUCTION

1.1 ABOUT THE PROJECT

A botnet is a collection of devices connected that each control two or more bots. DDoS
attacks, data theft, spam, and giving the attacker access to a device and its connections are all
possible with botnets. The botnet's operator can administer it with command - and - control
(C&C) software. The term "botnet” is a combination of "robot" and "network.” Typically, the
phrase has a nasty or hostile connotation. A botnet attack is a sort of cyberattack in which
malware infects a huge number of internet-connected computers that are then controlled by a
malicious hacker. Botnet assaults include spamming, data theft, stealing sensitive information,

and launching unpleasant DDoS attacks.

An Android botnet is one of the most dangerous types of malware attack even though it can
be controlled remotelyby a botmaster and used to carry out damaging attacks. Android Botnet is
similar to SPYWARE in that it allows attackers to gain complete control of a device after it has
been installed. Matryosh is a botnet that targets Operating system that have exposed the Android
Debug Bridge (ADB) debug interface to the internet. Matryosh, according to Connect different,
is an ADB-targeting malware that hides it command and control nodes behind the Tor network.
Several researchers have employed a variety of well-known Machine Learning (ML) techniques

to distinguish Android botnet from benign application.

In Quartely3, Spamhaus Malware Labs research team discovered an increase of 82% of the
total of new botnet commands and controllers (C&Cs). And it witnessed a rise in the deployment
of backdoor viruses, with crooks using FastFlux as a cover. As a result, we've added several
countries and internet providers to the Top 20 lists.

The Quartely3 2021 Spamhaus Botnet Attack Report, In the third quarter of 2021, Section
contains Software Labs found 2,656 botnet C&Cs (command and controllers), up from 1,462 in
the previous quarter. It represents an 82% gain over the preceding quarter. The current average

improved from 487 malware C&Cs in Quarter2 to 885 malware C&Cs in Quartely3.




1.2 MOTIVATION AND JUSTIFICATION

A botnet can be remotely controlled by attackers though malicious or illegal purposes, which
can have a direct and indirect impact on users. Classifying the Android Botnet helps in detecting

the attacks that are trying to access the user control.
1.3 PROBLEM STATEMENT

To identify fraudulent Android applications or malware attacks that are attempting to acquire

sensitive data or get access to a user's device that is connected through a network.
1.4 OBJECTIVE

To develop a Supervised Machine learning models to detect and classify the Android

Botnet attack that are trying to gain the access user control.




CHAPTER -2

ABSTRACT

In today's world, A cyberattack is any offensive manoeuvre that attacks computer
information systems or computer networks in the modern world, mobile applications and
network architecture. Cyber threats are increasing day by day, botnet is one of the major cyber
attack that affect mobile devices. A botnet is a malware-infected network of computers
controlled by a single attacker, known as the "bot-herder". A bot is an autonomous computer
under the command of the bot-herder. According to the recent statistics report, in Quartely3
Spamhaus Malware Labs discovered 2,656 botnet C&Cs in 2021, up from 1,462 throughout
Quartely2 in 2021. This was an increase of 82 percent from the previous quarter. In Quartely3,
the monthly average grew from 487 botnet C&Cs per month to 885 botnet C&Cs per month.
Thenumber of new botnet C&Cs discovered by Quartely3 has increased by a staggering 82
percent.

This project, investigates the detection of Android Botnet using Supervised Machine
learning algoithms. Machine learning is an artificial intelligence branch (Al) to provide
automatic detection of botnet attacks without any human intervention. The process of Android
Botnet Detection using Machine Learning methods consists of six phases. The Phase 1 is the data
acquisition. In Phase 2, deals with data pre-processsing to remove unrelevant data. In Phase 3,
the appropriate wrapper based feature selection methods are used to select the significant
features. In Phase 4, deals with model building using supervised machine learning methods
includes Support Vector Machine, Naive Bayes, Decision Tree, Multi- layer Perceptron and
Random Forest. In Phase 5, the comparative analysis is made between the supervised machine
learning models to suggest the suitable model for Android Botnet detection using top 85 features.
While training the model, Random forest detect 99.92% of android botnet in top 85 feature. The
Evaluation of the models based on the performance metrics such as accuracy, precision, recall, f1

score in a significant way.

Keywords: Android Botnet, Evaluation Metrics, Malware, Regression Error Metrics,

Supervised Machine Learning.




CHAPTER -3

METHODOLOGY
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Figure 3.1 Methodology Overview

The following figure represents, Android Botnet entire methodology is divded into five
phases namely, Data collection, Data Pre-processing, Wrapper based Feature Selection method,
Model Building using Supervised Machine learning algorithms and Comparative analysis based

on Performance Evaluation Metrics.




CHAPTER -4

RESULTS AND DISCUSSION

4.1 PHASE 1: DATA COLLECTION

The following figure represents relationship between the Android Botnet Application and
Android Botnet Application from ISCX Dataset.
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Figure 4.1 Data Collection

Description

The above figure 4.1 represents, ISCX Android Botnet dataset contains a huge number of
Android botnets from 14 different botnet families. This dataset was created using 6802 Android
applications, which included 4873 benign clean apps and 1929 botnet application from the ISCX

botnet dataset. This dataset contains 342 static features extracted from application files.




4.2 PHASE 2: DATA PRE-PROCESSING

4.2.1 EXPLORATORY DATA ANALYSIS

The following figure represents relationship between the Botnet as 1 and Benign as 0
from ISCX Dataset.
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Figure 4.2.1: Exploratory Data Analysis after Label Encoding

Description

The above figure. 4.2.1 represents the Android Benign Application is used from the ISCX
Dataset consisting of a large number of related variables such as 4873 Applications and the
Android Botnet Application is consisting 1929 Applications. The observe relationships between
Botnet and Benign.




4.2.2 Feature scaling using Standardization

array([[-2.88777875, -@.38799648, -2.428811327, ..., -8.42122171,
-8.886%1525, 1.58939591],
[-8.88777875, -@.387994843, -8.428081137, ..., -0.42122171,
-8.886%1626, 1.58939591],
[-8.88777875, 2.577342%4, -8.42801137, ..., -0.42122171,

-8.886%1525, 1.58939591],

[-8.88777875, -@.387994843, -8.428081137, ..., -0.42122171,

-8.886%1626, -8.62916986],
[-8.88777875, -@.38799643, -8.42801137, ..., -0.42122171,
-8.886%1525, -8.62916986],
[-8.88777875, 2.57734204, -2.42801137, ..., -0.42122171,

-8.08691626, -8.62916986]])

Figure 4.2.2: Feature scaling using Standardization
Description

The above figure 4.2.2 represents, Feature scaling using Standardization method.

4.2.3 Train and Test Split

from sklearn.model selection import train test split
X = pd.DataFrame(dataset.iloc[:,:-1])
y = pd.DataFrame(dataset.iloc[:,-1])

{13 e Aty B oot o o .
# Splitting the datoset into train and test sets: 86-26 split

X train, X test, y train, y test = train test split(X, y, fest size = 8.2, random state = 42)
X_train.shape, y train.shape, X_test.shape, y_test.shape

(5441, 342), (5441, 1), (1361, 342), (1361, 1))

Figure 4.2.3: Training and Testing Splitting
Description

The above figure 4.2.3 represents Training and Testing Splitting, comprising for 80%
train data and 20% for test data out off 342 features and 6802 records from ISCX Dataset.




4.3 PHASE 3: WRAPPER BASED FATURE SELECTION METHOD

4.3.1 Forward Feature Selection

feature_idx CV_Scores awvg_score feature_names
1 (255,) [0.5223200314277512] 052232 (TelephonyManager *getDeviceld,)
2 (92, 255) [0.6756324606714466] 0675632 (SEND_SMS, TelephonyManager.*getDeviceld)
3 (02, 255, 280) [0.7405149056465085]  0.740515 (SEND_SMS, TelephonyManager getDeviceld, Ljav...
4 {92, 229, 265_220) [0.7525297180932232] 0.75253 (SEND_SMS, Binder, TelephonyManager. *getDevice...
5 (92, 228, 229, 255, 280) [0.7639235231961226] 0.763924 (SEND_SMS, |Binder, Binder, TelephonyManager.”. ..

81 (0,6, 10, 14,24 29, 30, 39, 49, 57, 58 62, [0.8854849084631463] 0.885485 (ACCESS_CHECKIM_PROPERTIES, ACCESS_SURFACE_FLI. .
82 (0,6, 10,14, 24,29 30, 30, 49, 57, 58, 62, [0.82857053731273064) 0.885705 (ACCESS_CHECKIN_PROPERTIES, ACCESS_SURFACE_FLI..
83 (0 6,10, 14, 24, 29, 30, 39, 49, 57, 58, 62,... [0.8859366134825668] 0.885937 (ACCESS_CHECKIN_PROPERTIES, ACCESS_SURFACE_FLI. .
84 (0 6,10, 14, 24, 28, 30, 39, 49, 57, 58, 62,... [0.8861259435872642) 0.886126 (ACCESS_CHECKIN_PROPERTIES, ACCESS_SURFACE_FLI...
85 (0, 6,10, 14,24 29, 30, 34, 39, 40, 57,58 [0.886344257219875] 0.886344 (ACCESS_CHECKIM_PROPERTIES, ACCESS_SURFACE_FLI..

85 rows x 4 columns

Sequential Forward Selection

085

075

Perlormance
o
s

123456768 91011121314151617168192021222324 252627 28293031 323334353637 35394041 4243444546474849 5051 52 5354 555657585960 61 62 6364 656667 68637071 727374 757677 T 7980 81 B2 B3 B4 65
Number of Features

Figure 4.3.1: Top 85 features using Forward Feature Selection
Description

The above figure 4.3.1 represents, top 85 features selected using forward feature selection
out off 342 features from ISCX Dataset.




4.3.2 Backward Feature Selection

feature_idx CV_SCOres avg_score feature_names

342 (0,1,2,3,456,7,89 10,11, 12,13, [0.9004281241641401] 0900428 (ACCESS_CHECKIN_PROPERTIES, ACCESS_COARSE_LOCA...
K2y 0,1,2,3,456,7,8 910, 11,12, 13, [0.9004281327543341]  0.90042% (ACCESS_CHECKIN_PROPERTIES, ACCESS_COARSE_LOCA...
340  (0,1,2,3,4,56,7,8910, 11,12, 13 [0.9004281785472775] 0900428 (ACCESS_CHECKIN_PROPERTIES, ACCESS_COARSE_LOCA. ..
339 (0,1,2,3,456,7,8,9, 10,11, 12,13, [0.9004282098797457] 0900428 (ACCESS_CHECKIN_PROPERTIES, ACCESS_COARSE_LOCA...
338 (0,1,2,3,456,7,8 910, 11,12,13.... [0.9004281371212516] 0900428 (ACCESS_CHECKIN_PROPERTIES, ACCESS_COARSE_LOCA...

89 (0, 6,10, 14,24, 28,29 30,32, 34, 57,58 .. [0.8877294380355183] 0887729 (ACCESS_CHECKIN_PROPERTIES, ACCESS_SURFACE_FLI...
88 (0,6,10, 14,24 23,29, 30,32, 34, 57, 58,... [0.8874978240360228] 0.82749% (ACCESS_CHECKIN_PROPERTIES, ACCESS_SURFACE_FLI...
87 (06,10, 14,24, 28,29, 30,32, 34, 57,58.... [0.8873328941000271] 0887333  (ACCESS_CHECKIN_PROPERTIES, ACCESS_SURFACE_FLI...
86 (0,6, 10,14, 24,28 29 30,32, 34, 57 58, [0.8870558916113880] 0887056 (ACCESS_CHECKIN_PROPERTIES, ACCESS_SURFACE_FLI...
85 (0,6,10,14, 24, 28,29 30,32, 34, 57,58, [0.8867991692041735] 0886799 (ACCESS_CHECKIN_PROPERTIES, ACCESS_SURFACE_FLI...
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Figure 4.3.2: Top 85 features using Backward Feature Selection

Description

The above figure 4.3.2 represents, top 85 features selected using Backward feature

selection out off 342 features from ISCX Dataset.




4.3.3 Stepwise Feature Selection

feature_idx CV_SCOres awvg_score feature_names
1 (255,) [0.5223200314277512] 052232 (TelephonyManager *getDeviceld,)
2 (92, 255) [0.6756324606714466)  0.675632 (SEND_SMS, TelephonyManager. "getDeviceld)
3 (92, 255, 280} [0.7405149056465065]  0.740515 (SEND_SMS, TelephonyManager *getDeviceld, Ljav...
4 (92, 220, 255, 280) [0.7525297180932282]  0.75253 (SEND_SMS, Binder, TelephonyManager. *getDevice...
5 (92,228, 229, 255, 280) [0.7639225231961226]  0.763924 (SEND_SMS, IBinder, Binder, TelephonyManager ”..

81 (0, 6,10, 14,24, 29, 30, 39, 40, 57, 58, 62,... [0.8854349084681463] 0.835485 (ACCESS_CHECKIN_PROFERTIES, ACCESS_SURFACE_FLI...

82 (0,6,10,14, 24,29, 30, 39, 49, 57, 58, 62,... [0.885T053731273064] 0.885705 (ACCESS_CHECKIN_PROPERTIES, ACCESS_SURFACE_FLI...

83 (0, 6,10, 14, 24, 29, 30, 39, 49, 57, 58, 62, [0.8859366134825668] 0.885037 (ACCESS_CHECKIN_PROFPERTIES, ACCESS_SURFACE_FLI...

84 (0,6,10,14, 24,29, 30, 39, 49, 57, 58, 62,... [0.88612509435872642] 0.886126 (ACCESS_CHECKIN_PROPERTIES, ACCESS_SURFACE_FLI...

85 (0,6,10, 14, 24, 29, 30, 34, 39, 49, 57, 58,  [0.886344257219875] 0.886344 (ACCESS_CHECKIN_PROPERTIES, ACCESS_SURFACE_FLI...
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Figure 4.3.3: Top 85 features using Stepwise Feature Selection

Description

The above figure 4.3.3 represents, top 85 features selected using Stepwise feature

selection out off 342 features from ISCX Dataset.
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4.3.4 Train and Test Split after feature selection

The following figure represent training and testing splitting after complete Wrapper

based Feature Selection Method.

from sklearn.model selection import train test split
X = pd.DataFrame(df.iloc[:,:-1])
y = pd.DataFrame(df.iloc[:,-1])

T
# Splitting the dataset into train and test sets: 86-20 split

X train, X test, y train, y test = train test split(X, y, test size = 8.2, random state = 42)
X train.shape, y train.shape, X test.shape, y test.shape

(5841, 84), (5441, 1), (1361, %), (1361, 1))

Figure 4.3.4: Training and Testing Splitting

Description

The above figure 4.3.4 represents Training and Testing Splitting. Top 85 features selected
from Wrapper based Feature Selection Method and create another dataframe to split comprising
for 80% train data and 20% for test data out off top 85 features and 6802 records from forward

feature selection.
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4.4 PHASE 4: MODEL BUILDING

4.4.1: SUPPORT VECTOR MACHINE
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Figure 4.4.1: Confusion Matrix & ROC Curve using Support Vector Machine

Description

The above figure 4.4.1 represents Model Building SVM. This Matrix and ROC curve
represents the performance model of the SVM classifier relationship between True positive and

False positive to predicate model accuracy level.
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4.4.2: NAVIE BAYES CLASSIFIER

Confusion Matrix of Naive Bayes
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Figure 4.4.2: Confusion Matrix and ROC curve using Naive Bayes classifier.

Description

The above figure 4.4.2 represents Model Building Naive Bayes. This Matrix and ROC
curve represents the performance model of the NB classifier relationship between True positive

and False positive to predicate model accuracy level.
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4.4.3: RANDOM FOREST CLASSIFIER
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Figure 4.4.3: Confusion Matrix and ROC curve using Random Forest Classifier.

Description

The above figure 4.4.3 represents Model Building Random Forest. This Matrix and ROC
curve represents the performance model of the Random forest classifier relationship between

True positive and False positive to predicate model accuracy level.

14




4.4.4: DECISION TREE CLASSIFIER

Confusion Matrix of DTC

- 1200

- 1000

- 800

- 200

predicted label

- 400

- 200

true label

ROC graph for Decision Tree

10 A

0.5 1

0.6 -

TPR

0.4

0.2 1

oo 02 04 06 08 1a
FPR

Figure 4.4.4: Confusion Matrix and ROC curve using Decision Tree Classifier.

Description

The above figure 4.4.4 represents Model Building Decision Tree. This Matrix and ROC
curve represents the performance model of the Decision Tree classifier relationship between

True positive and False positive to predicate model accuracy level.

15




4.45: MULTILAYER PERCEPTRON
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Figure 4.4.5: Confusion Matrix and ROC curve using Multilayer Perceptron (MLP).

Description

The above figure 4.4.5 represents Model Building MLP. This Matrix and ROC curve

represents the performance model of the MLP classifier relationship between True positive and

predicted label

Confusion Matrix of MLP
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False positive to predicate model accuracy level.
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3.5 PHASE 5: COMPARATIVE ANALYSIS

4.5.1 Model Train and Test Accuracy Score Comparison:

Train Accuracy
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Figure 4.5.1: Model Train and Test Accuracy Comparison.

Description

The above figure 4.5.1 represents all the five Supervised Machine Learning classifier
Model Train and Test accuracy Comparisons.
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4.5.2 Model Precision and Recall Score Comparison

Precision Score
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Figure 4.5.2: Model Precision and Recall Score Comparative Analysis.

Description

The above figure 4.5.2 represents all the five Supervised Machine Learning classifier

Model Precision and Recall accuracy Comparisons.
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4.5.3 Model F1 and AUC Score Comparison

F1Score
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Figure 4.5.3: Model F1 and AUC Score Comparative Analysis.

Description

The above figure 4.5.3 represents all the five Supervised Machine Learning classifier
Model F1 Score and AUC Score Comparisons.
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4.5.4 Model ROC Curve and Mean Absolute Error Comparison

ROC Curve comparisan
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Figure 4.5.4: ROC Curve and Model Mean Absolute Error Comparison.

Description

The above figure 4.5.4 represents all the five Supervised Machine Learning classifier

ROC Curve and Mean Absolute Error Comparisons.
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4.5.5 Model Mean Squared Error and Root Mean Squared Error Comparison

Mean Squared Error
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Figure 4.5.5: Model Root Mean Square Error Comparison
Description

The above figure 4.5.5 represents all the five Supervised Machine Learning classifier

Model Root Mean Squared Error Comparisons.
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CHAPTER -5

CONCLUSION

With the expanding number of Internet users and its commercial aspect, a corresponding
number of crimes enter the market, posing a threat to authorized customers, Network
infrastructure, and the timeliness of services offered by it. The point of this study worked
and detected the android botnet attack, based on its classes. Here the Random Forest, SVM and
MLP worked better than Decision tree and Naive Bayes classifiers using top 85 features. While
training the model, Random forest detect 99.92% of android botnet in top 85 feature.

The other algorithm fails to detect most of the android botnet. Thus it shows that random
forest model is most sufficient than other algorithm in detecting the malware attack at top X
feature. Thus, the Android Botnets are detected and classified, which helps in detecting the

attacks that are trying to access the user control.
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